Two-Factor Authentication
In order to provide added security Western Michigan University offers two-factor authentication (2FA). 2FA provides an extra layer of security by requiring something you know (your password) along with something that you have (your mobile device) to access an online application or service.  2FA is currently offered as an option on WMU's VPN.
It is recommended that 2FA setup first be done on a computer.
*content taken from https://wmich.edu/helpdesk/two-factor-authentication
2FA Mobile App Setup
You will be prompted to setup 2FA the first time you log into an application or service that has been enabled for 2FA. Since all users have access to 2FA on the VPN, we recommend initial setup be done there.
1. Login to internal.vpn.wmich.edu/ (internal/on-campus) or vpn.wmich.edu/ (remote/off-campus) and you will be prompted to enroll a device for two-factor authentication.

2. Click Start setup to begin enrolling your device.
 [image: ]

3. Choose Mobile Phone when asked which type of device you are adding. Click Continue. [image: ]


4. Select your country from the drop-down list and type your phone number. Use the number of your smartphone that you would like to use for two-factor authentication. If you're enrolling a tablet you aren't prompted to enter a phone number. Click Continue. [image: ]

5. Choose your device's operating system and click Continue. 
[image: ]

6. Install Duo Mobile. Duo Mobile is an app that runs on your smartphone and helps you authenticate quickly and easily. Click I have Duo Mobile Installed. [image: ]


7. Activate Duo Mobile. On iPhone, Android, and Windows Phone activate Duo Mobile by scanning the barcode with the app's built-in barcode scanner. The Continue button is clickable after you scan the barcode successfully. 
[image: ]

8. Configure Device Options (optional):  If this is the device you'll use most often with two-factor authentication then we recommend you enable automatic push requests by clicking the When I log in: drop -down and changing the setting to Automatically send this device a Duo Push and click Save. 
[bookmark: _GoBack][image: ][image: ]

9. Click Continue to login and proceed to the Duo Prompt. Your device is ready to approve two-factor authentication requests. Click Send me a Push to give it a try. All you need to do is tap Approve on the Duo login request received at your phone. [image: ]

image3.png
'/ Western Michigan University

Enter your phone number

United States. v

+1‘

What s this? —
Example: (201) 234-5678.

Need help?

Powered by Duo Security
Back





image4.png
Western Michigan University

What type of phone is 269- . 24 2

Windons prone





image5.png
w7
WV/ Western Michigan University

Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for "Duo Mobile".
2. Tap "Install” to install the app.

What is this? Cf ot

Need help? e

| have Mobile installed

Powered by Duo Security





image6.png
| Western Michigan University

Activate Duo Mobile for Android

1. Open Duo Mobile.
2 Tap the "+" button
3. Scan this barcode.

Email me an activation link instead
What is this? &5
Need help?

Powered by Duo Security





image7.png
Western Michigan University

My Settings & Devices

Octautverce Android 260

PoratyDunSacy

eniiogn: | Askme o chocse an aupenteaton memos |





image8.png
' Western Michigan University

Activate Duo Mobile for Android

1. Open Duo Mobile.
2 Tap the "+" button
3. Scan this barcode.

Email me an activation link instead
What is this? &5

Need help?

Powered by Duo Security





image9.png
w Western Michigan University

Choose an authentication method

Duo Push RECOMNENDED

[ Passcode

Powered by Duo Security





image1.png
' Western Michigan University

Protect Your Western Michigan
University Account

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from

What s this? F ‘accessing your account, even if they know your password

Need help?
HNeed help? This process will help you set up your account with this added layer of
Powered by Duo Security security.

Start setup





image2.png
Western Michigan University

What type of device are you adding?

@ Mobile phone RECOMMENDED

Tablet (iPad, Nexus 7. etc.)

wnatis s

Need help?

Powered by Duo Security





